MpunoxxeHue 1

K MNMpukasy ot 15.01.2024 N° 06

PEKOMEHAALUWU KJIMEHTAM BAHKA

no cob6nwpeHnto Mmep MHbopMauumoHHOM 6e3onacHocTM npu pabore c cucremMom
ANCTaHUMOHHOro 6aHkKoOBCKOro ob6cnyxumBaumsa «KnueHt-BaHk>» (ANA KAMEHTOB
ropumandeckux nuy 3c-bun-Ain Bank 000)

YBa)xaemble KnueHrtbl!

CobnogeHne npuBEAEHHbIX PpeKoMeHAauumi no3BOSINT MaKCuMManbHO 6e3onacHo
paboTtaTb C cucTeMol AMCTaHUMOHHOro 6aHKoBCKOro obcnyxusanmsa «KnueHt-baHk» (panee,
Cuctema Ab50), MMHMMKU3MPOBATb PUCKKM MHOOPMALMOHHOMN 6e30MacCHOCTU U 3NEKTPOHHOIo
MOLUEHHMYECTBA, a TakxXe o0becrneunTb COXPAaHHOCTb AEHEXHbIX CPeACTB, pa3MeLleHHbIX Ha
BalLUMX cYeTax:

1. Ansa pa6otbl ¢ Cucrtemoin A BO Heo6xoAMMO MUCNOJIb30BaTb OTAE/IbHYHO pabouylo
cTaHuM (Man HOYT6YK), AOCTYN K KOTOPOM MMEIOT TOJIbKO JiMla, OCyLecTBaALumne
nnartexxu B Cucreme B0, 1 yaOB/IETBOPSAIOLWYIO C/leAylOLMM TpeboBaHNAM:

e MNCMNOMb30BaTb  JIMUEH3MOHHYIO M MNOAAEPXMBAEMYKD  NMPOU3BOAUTENEM  BEPCUIO
OMNepaunMoOHHON CUCTEMbl C PperyasipHbiM aBTOMaTMyecknm obHoBneHnemM 6e3onacHoOCTH
(Hanpumep, OC Windows 7 He noaaepxwuBaetca ¢ 2020 roaa, noapepxka Windows 10
3akaHumBaeTtcs B 2025 roay);

e OrpaHM4YunTb npasa nonb3oBaTesnemn C Lenbto NCKIOYEeHns BO3MOXHOCTHU
HECAHKLMOHMPOBAHHOIO0 M3MEHEHUSI KOH(Urypaumm onepaumoHHON CUCTEMbI UM YCTaHOBKM
nporpamMmHoro obecnedyeHus; MUCKIKYUTbL WCNOAb30BaHWE Y4YeTHbIX 3anucer C npasaMu
aAMWUHUCTpATOpPa;

e obecneunTb HanmMume NULEH3MOHHbIX CPeacTB 3aluTbl OT BPeAOHOCHOro MporpaMMHOro
obecrneyeHns c aBToMaTUYeCKMM OB6HOBAEHMEM aHTUBUPYCHOIro NPOoAYKTa U CUrHaTypHbIX 6a3
(Hanpumep, Kaspersky , Dr. Web); cpeactBa 3awmTbl OT BPeAOHOCHOro MNpOrpaMMHOro
obecrneyeHnss OO/HKHbI 3aMyCcKaTbCA aBTOMAaTM4YeCKM, C 3arpy3Koi OonepauMoHHON CUCTEMbI;
NO YMOSTYAHMIO PEKOMEHAYeTCs YCTaHOBUTb MaKCUMasbHbIA YpPOBEHb NOAUTUK 6e30macHoCTH
CpeacTB 3aWmMTbl OT BP€AOHOCHOIO NPOrpamMMHoOro obecneyeHus, T.e. He TpebyoWMX OTBETOB
nonb3oBaTens Npm obHapyxeHnn BpegoHocHoro MOo;

e OpraHmsoBaTb NpoBeAEHME PEeryasipHOro MOJHOrMO CKaHupoBaHua pabouvero mecta (He
pexe OAHOro pas3a B Heaen) CcpeacTBaMM 3aluTbl OT BPEAOHOCHOro MNpOrpaMMHOro
obecrneyeHunss Ha NpegMeT HalNUMSa BUPYCOB WU BpeAOHOCHOIro NporpaMMHOro Koaa; npoBepKy
OCYLLEeCTBMATb COMMacHO pacrnMCaHuio, KOTOpPOE MOXHO BbICTaBMTb B HACTpOMKax cCpeacTBa
3alWnTbl OT BP€AOHOCHOro NporpamMMHoro obecnedeHuns;

e CpeacTBa 3alinTbl OT BpPeAOHOCHOro nporpamMMHoro obecnevyeHuss AO/MKHbI  6biThb
HacCTpoEeHbl Ha npoBeAeHue 06s3aTeNbHOro KOHTposs Ntobon MHbopMmaumu, nosydaemonm wm
nepeaBaeMoil MO TENEKOMMYHMKALUMOHHbIM KaHasaMm, a TakXxe MHGOpMauMM Ha CbEMHbIX
HocuTensix (CD/DVD pguckax, USB-Hakonutensax (dnewkun) n T.n.); HaCTPOUTb BO3MOXHOCTb
CKaHMpPOBaHWS B aBTOMaTUYECKOM peXnMe;

e pEeKoMeHAYyeTCs YyCTaHOBKa M  HACTpoMKa  MeXCeTeBOoro 3kpaHa (aonyckaetcs
WCNONb30BaHNWe BCTPOEHHON0 MEXCETEBOro 3KpaHa B cCpeacTBa 3allMTbl OT BPeAOHOCHOro
nporpamMmHoro obecneyeHus) ANa 3aWuUTbl JIOKaJbHOW CETM OpraHusaumm OT BHELWHUX
BTOPXXEHMN WU/MNN NCNoNb30BaHME HACTPOEHHOrO MEepCOoHasIbHOMO MEXCETEBOro 3KpaHa Ha
pabouyee MeCcTo, C KOTOPOro ocyuwecrtensercs Bxoa B Cucremy [160; orpaHnyeHmne 4ocTyna Ha



YPOBHE CE€TU CyWeCcTBEeHHbIM 06pa3oM CHMXXaeT BepPOSATHOCTb HeCAHKLUMOHMPOBAHHOMO
AocTyna K pabouen ctaHumum (HoyTbyKy) n3 cetn IHTEpHeT;

e pEeKOMEeHAYETCS OpraHM30BaTb NEPUOANYECKYIO MPOBEPKY KOHTPOAS LenocTHocTn dalinos
OonepaunoHHON CUCTEMbI, a TaKXe CepTUPUUNMPOBAHHBIX CpPeacTB KpunTorpaduyeckon
3aWnTbl MHpOPpMaLMK;

e He peKoMeHAYeTCs UCNosb3oBaTb paboyvee MeCcTo A4S MoceweHns canToB cetTn NHTepHerT,
OT/INYHbIX OT carTa Cuctembl OBO; B cnydae ucnosb3oBaHus ceTu NHTepHeT uamM noudThl,
WCKJTIIOUYUTb MocelleHMe He3HaKOMbIX CalTOB, He 3arpy)aTb HM4Yero M3 CeTu Ha AaHHYIo
pabouyto ctaHumto (HOyTbyK), HE OTKPbiBaTb Ha HEM BJIOXEHMWS B 3/IEKTPOHHbIE MUCbMa WU
3NEKTPOHHbIE MUCbMA OT HEM3BECTHbIX OTNPaBUTENEN;

e (ObecneunTtb BbINO/IHEHME MNpaBwun nosab3oBaHusa CK3W, pasMelleHHbIX Ha odununanbHOM
canTe 6aHka Ha CTpaHuue https://ibank.sbibankllc.ru/docs/Corporate Internet-
Banking WEB ShortGuide.pdf

B pasaene «TpeboBaHus».

2. PexoMeHAauMmM no 3awjuMte OT HECAHKUMOHMPOBAHHONO AOCTYyNna CO CTOPOHbI
Tpetbux nuy (To ecTb JiMl, HEeYNoJIHOMOUYeHHbIX KnneHToM Ha paboty c Cuctemoit
ABO):

e pEKOMeHAyeTCs HacTpOMKa aBTOMaTU4Yeckon O/IOKMPOBKKM 3KpaHa MNpu OTCYTCTBMM 3a
paboueii ctaHuunen 6onee 10 MUHYT;

e OTK/HOYEHME B HACTPOMKaxX OnepaumMoHHOM CUCTEMbI KEWWMPOBAHNSA Naponen;

e perynapHas cMeHa naposnen ans paboTbl CO CBOMMWU Yy4YeTHbIMW 3anuUcsMMU B CUCTEME;
cobniogeHne Kk TpeboBaHWIO YHWUKANBHOCTU M CAOXHOCTM Mapons: ASiHa Mapons AOSHKHa
cogep)xatb He MeHee 8 CMMBO/OB W MpPeacTaBnsaATb COB0N CNOXHOE co4YeTaHue CTPOYHbIX U
MpoOnNUCHbIX BYKB, LMdp U CUMBOJIOB;

e MNCMOJSIb3yeMble NNOFMH, Naposib U 60KMPOBOYHOE C/I0BO HEOHXOAMMO XpPaHWUTb B TalHE U
npeanpuHuMaTtb HeobxoAuMMble Mepbl MPeaoCTOPOXHOCTM AN  NpefoTBpalleHus  UX
HECaHKLMOHMPOBAHHOIO UCMNOJSIb30BAaHUSA; HE COXPaHATb NaponM U 610KMPOBOYHbIE CNOBA B
3N1EeKTPOHHOM BMAE MM Ha 6yMaxXHbIX HOCUTENSX; He pasrnawaTb Naposib OT 6GaHKOBCKOWM
cucteMbl gaxe pabotHukam baHka;

e He ponyckaTtb TpeTbUX JINL K 3MEKTPOHHbIM HOCUTENSIM MHMOPMauMn U 3MEKTPOHHbIM
YCTPOMCTBaM, Ha KOTOPbIX YCTaHOB/EHO NMporpaMMHoe obecrnedyeHme CUCTEMbI, UIN KOTOpble
MCMob3yloTCsa npu paboTte C CUCTEMON, a TakXe COTOBbIM TenedoHaM, UCMOJIb3yEMbIM A
ycnyru SMS-noaTBepXaeHus nnaTexen;

e B CNy4yae nNOAO3pPEHMA Ha KoMnpoMeTauuto napons OT 6aHKOBCKOM CUCTEMbI,
pEKOMEHAYeTCA He3aMmeanuTesbHas ero CMeHa W HanpasneHuve wuHdopmauumm B BaHk o
KOMMpoMeTaumu;

e pasMelleHMe, oOxpaHa W crneumanbHoe obopynoBaHMe MNOMELWEHUS, B KOTOPOM
ycTaHoBneHa pabouas craHuusa (HoyTbyk), mcnonblyemble gna pocryna B Cucremy [ABO,
OOJIKHbI obecneunBaTtb COXPaHHOCTb MHpopMauum, NCKNoYaTb BO3MOXHOCTb
HEKOHTPOSIMPYEMOro MPOHUKHOBEHMS B 3TO NMOMELLEHMKE;

e He3ameanmTenbHo obpawantecb B baHk B TOM cny4yae, ecnu Bbl nonyyunu yesegomneHune
Cucrembl IBO 06 onepaumun, KoTopyto Bbl He npoBoannu;

e MpWM MpOBEAEHMW NNaTexen CBepsanTe CyMMy MepeBoda, OTPAXEHHYK Ha 3KpaHe
MOHUTOpa C MHdopMaumen B SMS-coobleHnit, a TakXXe KOHTPOSIMPYWUTE KOMMYECTBO U CYMMY
OTNpPaB/ieHHbIX 3/EeKTPOHHbIX [AOKYMEHTOB; rMpu OOHapyXeHWM pacxXoXAeHUH Mexay
AAHHbIMU CUCTEMbI U (DAKTUYECKN BbIMOSIHEHHBIMU MaTeXaMn, HEMeANeHHO MHGOopMUpynTe
06 3TOM baHk;

e pErynspHO KOHTPONMUPYWTE COCTOSIHME CBOMX CYETOB W He3aMeanuTeslbHO coobuwaTbh B
BaHk 060 BCcex Noa03puTENbHbIX MU HECaHKLUNMOHUPOBAHHbLIX U3MEHEHUSX;

e Karteropuuecku 3anpeuieHo:
» rocewaTtb couunanbHble cetu (Hanpumep, BKoHTakTte, OAHOKMACCHUKW, U Ap.), W

Apyrme pecypcbl, He CBfi3aHHble C AO/KHOCTHbIMM 06sa3aHHOCTAMKM  paboTHMKaA
OpraHusauum;



» yCTaHaBnuMBaTb M MWCMOAb30BaTb MNPOrpaMMbl MrHOBEHHOro O6MeHa coobLleHnaMu
(Hanpumep, ICQ, QIP, Mail.ru agent, Miranda);

» yCTaHaBnuBaTb M ucnonb3oBaTtb MO ang obnavyHoOro xpaHeHus AaHHbIX (Hanpumep,
GoogleDisk, YandexDisk, DropBox, Mail cloud n gp.);

» yCTaHaBnvBaTb M MCMNONb30BaTb MporpaMMmbl, obecnedmBatoLlimMe rosi0OCOBYIO U BUAEO
cBsa3b (Skype, Viber, Microsoft Lync n 1.n.); BAXHO: BO3MOXHOCTb MOAK/IHOYEHUS K
JIVYHbIM MOYTOBbLIM fAWMKAM, cMCTeMaM 06MeHa 3Kcnpecc-coobLleHnsIMM, a Takxke canTaMm
coumanbHbIX CeTeln AoJIKHa 6bITb UCKOYEHA;

> yCTaHaB/AuBaTb, 3anyckaTb, WCNoOAb30BaTb Ha pabouyen crtaHumm (HoyTbyKe)
nporpaMMHoe obecnedyeHue Ans yaaneHHoro ynpasneHusa (Hanpumep, RDP, TeamViewer,
Radmin, Ammyy Admin ap.).

3. O6becneueHne wumaeHTU(UMKaALUMK, aBTOpM3aLMU KJIMEHTOB UM MNOATBepXXAeHue
MOAJINHHOCTMU NMJIaTeXXHbIX AAOKYMeHTOB B Cucreme A60:

e B Uenax obecneveHusa naeHTudukaumm, ayTeHTUdUKaLMmM, NOATBEPXKAEHNS NOAJIMHHOCTU
nnaTexHblX AOKyMeHTOB B Cucteme [ABO wucnonb3yerca cuctemMa KpunTtorpaduyeckon
3awmnTbl nHpopmaumm (CK3U) ceptuduumpoBaHHasas no TpeboBaHusMm 6ezonacHoctn OCH
Poccun;

e npu pabote ¢ CK3UN n anekTpoHHOM NoAnNMCbl0 HEOHBXOAMMO COXPaHATb B TalHeE Naposb K
KN4y 3NEeKTPOHHOMW noAMUCK, B KayecTBe MecCTa XpaHeHWs HocuTens WCnosb30BaTb
nepcoHanbHbIN cend;

e 3arnpewlaeTcs 3anucbiBaTb Ha HOCUTENM KIlo4eBOWM MHMOpPMaUMM  MOCTOPOHHIOK
nHdopMauuo, nepegaBaTb HOCUTENb C  K/KOYEBOW WHpoOpMaunmen [pyruMm nvuam wu
pasrnawaTb NapoJsb K KoYy 3/IeKTPOHHOW NOAMNUCH;

e 3arnpeuwlaeTcs OCTaBNATb MOAKJIIOYEHHbIM K KOMMbIOTEPY HOCUTEsNb KJoYa 31E€KTPOHHOM
noanucu gonblie, 4yeM 3To Heobxoaumo Ans paboTbl C CUCTEMOM yadasieHHOro 6aHKOBCKOro
obcnyxunBaHus;

e 3anpeuwaeTcd CHMMaTb HECaHKUWMOHMPOBAHHbIe KOMWUM C HOCUTENEeh  KJIK4eBOW
nHdopmauumn;

e HeobXx0AMMO NPOU3BOAUTbL 3aMEHY KKYen 31eKTPOHHOM NOAMUCK A0 UCTEYEHUS CpoKa UX
NENCTBUS;

e MpOM3BOAUTb BHEM/IAHOBYID 3aMEHy KJ/IYEN 3JIEKTPOHHOM NOoANUCUM B CAy4dasax
YBOJIbHEHUS U CMeHbI 1L, MMelwmnx aoctyn Kk Cucrteme b0, B ToM uncne IT-cneunanncros,
a TakxXe pyKoBoguTesnen C npaBoOM MNOAMUCK LOBEPEHHOCTEN Ha MNOJIYYEHUE 3SSIEKTPOHHOWN
NOAMUCK, U B Cllydae NOAO3PEHMIN Ha KOMMNPOMeTaLUMIO Koya 31eKTPOHHON NoAnnucK;

e He OCyLWecTBAAKTE BXOA B CUCTEMY B MeCTax, rAe yCiyru noakaoueHns K cetm MIHTepHeT
ABNAOTCA 06WenocTynHbiMKM, Hanpumep, B UHTepHeT-Kade;

4. Cny>x6a noaaep>kkmn baHka
e 8(495) 651-65-12 (ansa Mockebl 1 MockoBckoi obnactn)
e 8(800) 700-65-12 (no Poccuu, 3BOHOK 6ecnnaTHbIN, KPYr/1I0CYyTOYHO)

5. OencTteua KnumeHta npum o6HapyxeHMm ¢akTta AOCTyNna MNOCTOPOHHEro sauvua K
CuncrteMme/K yCTPOMCTBaAM, UCNoJib3yeMbIiM Asis pabortbl B Cucreme A60:

e HeMeasIeHHO npekpaTuTb Ntobble AENCTBUS C 3/1EKTPOHHbIMU YCTPOMCTBaAMU: KOMMbIOTEP,
HOYTOYK M T.n., nNoAkA4YeHHbIM K Cucteme B0, obectountb ero (NpUHYAUTENLHO
OTKNIOUYNTL 3NEeKTponuTaHme B ob6xoA WTaTHOW npoueaypbl 3aBeplieHus paboTbl, M3BNe4db
aKKyMYJIITOPHY0 6aTtapeto n3 HoyTbyka 1 T.M.) U OTKIKOUYNTb OT MHPOPMALMOHHBIX CETEN;

e MpPWU HaANMUYUN TEXHUYECKOW BO3MOXHOCTU OTO3BaTb MepeBOA C WCMOSb30BaHMEM MHOro
3NEKTPOHHOro YCTpPOWCTBa, Mocne 4ero 3abnokuposaTb Cuctemy [ABO u HeMeaneHHo
obpatutbcsa B baHk;

e MpPpM OTCYTCTBUM TEXHUYECKOW BO3MOXHOCTM OTO3BaTb nepesog no Cucrteme [ABO,
HeMenneHHo obpatntbcd B baHk no TenedoHy 8(495)651-65-12 c 3aaBneHnemM o
NpUOCTaHOBKE MCMNOSIHEHNA NiaTexa W Bo3BpaTe CpeacTB.



e npounHdopMUpoBaTb BCe 6aHKM, C KOTOPbIMW KAWMEHT MMeeT AOroBOPHbIE OTHOLUEHWS,
npegycMaTpusaroLwme ncnonbldosaHme Cmucremol B0, ycTaHOBNEHHbIMM Ha paboueM MecTe un
obpatnTbCca ¢ Npocbboi 0 BHEMIAHOBOW 3aMeHe KJIK4YEeBON MHGOpMaLun.

e obpatmtbcs B 6aHK nnaTtenblunMKa C MUCbMEHHbIM 3asiBieHMeM 06 OT3biBe MnaTexa,
BO3BpaTe cpeacTtB M 6nokmpoBaHuMM goctyna Kk Cucteme B0, a Takxe O KOMMpoMeTauum
Kto4en M HeobxoamMOCTM CMeHbl napons (3akpbiToro kaw4a). Konus 3asBneHus AoaXHa
6biTb HanpaBseHa B 6aHK naaTenblMKka He3aMeanuTenbHO [0 3JIEKTPOHHOM nouTe.
OpurnHan 3asBneHus gonxeH 6biTb gocTaBfeH B 6aHK niatenbliMka KypbepoM WM no
nouTe.

e onepaTtuBHO 06paTUTbLCA C 3asBNIEHWEM B MpaBOOXpaHUTENbHble OpraHbl O BO36yXAEHUU
YyroslioBHOro gena no ¢akTy XMuWeHUus AeHexHbiXx cpeactB (rnaesa 21 YK P®). Konuwo
3asB/IeHUs NPeAoCTaBUTb B baHK.

e OnepatmBHO 06paTUTbCAd B CyA C WCKOBbIM 3asiBieHMEM B OTHOLWEHWUM nony4atens
AEHEeXHbIX cpeacTs (ykasaB BCE W3BECTHble PEKBU3UTbI MNoay4yaTens) O B3bICKAHUU
HEOCHOBaTe/IbHO MOJIlyYeHHOro oboralieHns M MPOUEHTOB 3@ MOJIb30BaHUE AEHEXHbIMU
cpeactBamm (rnaea 60 K P®), a TakXe C X04ATAaWCTBOM O MPUHATMM CyAOM Mep Mo
obecneyeHMo MCKa B BuAe apecTta AEHEeXHbIX CPeACTB Ha CYeTe noay4yaTtens B CyMMe
HEOCHOBaTeNIbHO MOJlydeHHOro oboraweHmss. K WCKOBOMY 3asBfeHUIO HeobxoauMo
NPUIOXUTb KOMUIO 3asBNeHUss O BO3OYXXAEHWM YrosioBHOrO Aena, Nnbo KOMUK TasoHa,
copeprkallero nopsaKoBbiii HOMEP M3 KHUMM y4yeTa coobuieHnin o npectynneHusax (panee -
KYCIM) coaepxalyto OTMETKY MNpaBOOXpPaHMTENbHONO oOpraHa O ero npuveMe, a Takxe
OOKYMEHTbl NoATBEpXAatoLmne HenpaBoOMEPHOCTb CAMCAHNSA AEHEXHbIX CPeACTB C PaCyYEeTHOro
cyeta. ObpawaeM BHMMaHME Ha TO, 4YTO XOAaTaWCTBO HeobxoAMMO HampasaATb B cyh Mo
noyte nnbo Hapo4Ho (oTnNpaBKka XogaTaMcTBa Yyepe3 cepBuc «Mon apbutp» He gonycTnma)

e [lpeanpuHATb BCe Mepbl ana obecneyeHuss COXPAHHOCTM M HEM3MEHHOCTM 3anucen C
BHYTPEHHUX W BHELWHUX KaMep CUCTEM BUAEOHAGMOAEHMUS, XXYPHANOB CUCTEM KOHTPOS
[ocTyna, cpeacts obecnedeHnss W pasrpaHuWyveHuMss Joctyna B ceTb VIHTepHeT 3a
MaKCMMasibHbI MNEepuMoA BpPEMEHW, KaK A0, Tak W noc/ie AaTbl COBEPLUIEHUS XMULLEHUS
AEHEXHbIX CPeACTB.

e [locne OKOHYaHMS npouenypbl CMEHbl KOYeln He BO30OHOBATL AeATE/IbHOCTb HAa AaHHOM
paboueir cTaHuum 6e3 npoBeAeHUss COOTBETCTBYHLIMX TEXHMYECKMX Mep, KOTopble
rapaHTUpPYT MOJSIHOE YHUUTOXEHUE BUPYCHbIX 06BEKTOB. ECnvM cpeacTBaMM aHTUBUPYCHbIX
nporpaMMm OHU He OB6HapyXeHbl, peKOMeHAYEeTCS MPOBECTU MNepeyCcTaHOBKY oOrnepaunoHHOM
CUCTEMBI C NOSHBIM (hOPMATMPOBAHMEM XKECTKOro AMCKa, HO TOSIbKO B TOM C/lydae, Koraa yxe
He TpebyeTcs coxpaHeHue pokasatesibHoM 6a3bl B Uensx NpoBeAeHUst paccnenoBaHus
MHUMOEHTA NMpaBOOXpPaHUTENbHbIMW OpraHaMm W paccMoTpeHuns cyaebHoro mcka. B cnydae
HEObX0AMMOCTM COXPaHEHMS MepcoHasIbHOrO0  KOMMbiOTEPa B TEKYLEM COCTOSIHMM,
MCcnonb3oBaTb B paboTe Apyroi KOMNbIOTEP C YCTAHOBMEHHbIM TNLEH3UMOHHbBIM NMPOrPaMMHbIM
obecrneyeHmem (onepaunoHHble CUCTEMbl, OPUCHbIE NAKETbl WU T.M.) N ero aBTOMAaTUYECKUM
06HOBJIEHMEM.

3a 6esonacHoe coTpyaHuyecTBo!

C yBaxxeHuemMm, dc-Bun-Aiu bank 000.



